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MARK YOUR CABLES“VIA WESTERN UNION"™

Evauk Will you meet me there?
Evayo Will you meet us there?

E
B
Evcat

Evcib
MISCELLANEOUS

A further amount (of) .iininn

Ewbum A matter of great importance,

Exabu A trouble has risen about,

Exafy Able t0 be ceiviciiiians

Exaha About the same.

Exapi Absolutely necessary.

Absolutely necessary you should.

Exbey Absolutely no truth in the report.

Exbic Accept on condition that ..

Excav According to agreement.

Excez According to instructions,

Excid According to news received here.

Acknowledge receipt of this by mail.

Exdok Act according to instructions,

Act according to instructions contained in
letter (dated ).

Exeda Act according to instructions contained in

telegram (cable) dated ...

Exeso Act as you consider best.

Exfay Act cautiously,

Exfec Act cautiously, but quickly.

Exfig Act only under legal advice.

Exfom Act quickl{.

Exfus Act upon instructions from ...
Eybez Acting under instructions from ...
Eybid Acting under legal advice. .
Eycaw Acting under your instructions.

Action taken.,
Eycup Advance at once.
Eydax Advance continues.
Eydeb Advance lfeacnlly expected.
Eydif Advise all concerned.
Eydol Advise at once.
Eydur Advise you strongly 10 .mee
Eyfaz Advise you 10 . vmirminicss
Eyfed Advise you to attend to the matter at once.
Eyfon Advise you to accept.

CABLES MARKED “VIA WESTERN UNION"
36

NO CHARGE MADE FOR THIS INDICATION

Eyfut Advise you to call on e
Ezady Advise you to come here.
Ezafa Advise you not 10 ..evemen >

Ezani Advise you nof to accept.
Advise you not to do it
Ezbie Affairs in bad shape.
Ezbok Affairs in good shape.
Ezbup Affairs very unsettled.
Ezcax Affidavit will be required.
Ezceb After all.
Ezcif Aflter he (she) has.
Ezcol After I (we) have.
Ezcur After that date.
Ezdec After what has been done.
Ezdig After what has taken place.
After you (they) have.
Ezdro After you I‘::ve seen tlhcm
Agree to the proposal.

ee with them if possible,
Fabok m them all you can.
Fabup All goes well,
Facax Always the same.

Facby Am able 0 wiiiinin
Facda Am acting under legal advice.

Faceb Am alone, Where can 1 meet you?
Fache Am coming over.

Facif Am not coming over.

Facli Am not coming over at present.
Facol Am Not QUILE .eeveicimresnses

Facso Am not quite sure.

Facur Am una LI

Faday Am unable to decide.
Fadea Am unable to decide what to do.

Fadec Am very anxious to hear (about ...,
Fad Am very anxious to hear from ... -
r.dg Am very anxious to hear from you.
Fadom American Ambassador (at ..vnii ).

Fadro Amegican Consul (at ...

;du :mmm Embassy ((nt T T 5
agab merican Legation (at .cenn).

Fagef American Minister (at ...........).

Fagi) An accident, not occurred.

Fibim An accident, quite serious has occurred,

Fibot An accident, very serious has occurred,

Ficaf And perhaps not then,

Ficuz And thence to ..oiviviins -

Fidag Answer at once,

ACCEPTED EVERYWHERE
37

HTTP://ATLANTIC-CABLE.COM/CABLECOS/WESTERNUNION/INDEX.HTM
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ERANIRLE OF A CIPHE

BS NYY GUR GUVATF
V'IR YBFG, V ZVFF ZL
ZVAQ GUR ZBFG.

- BMML BFOBHEAR




ERANIRLE OF A CIPHE

OF ALL THE THINGS
I'VE LOST, I MISS MY
MIND THE MOST.

- 0ZZY OSBOURNE




DEFINTITIONS

PLAINTEXT (CLEARTEXT)

CIPHERTEXT

KEY

CRYPTOSYSTEM

KERCKHOFF'S PRINCIPLE
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CAESAR CIPHER
CRYPTO-GRAMS

“MONALPHABETIC”

SSTITUTION CIPH
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ROT13

HTTP://EN.WIKIPEDIA.ORG/WIKI/FILE:ROTL3.PNG

Sunday, October 14, 12


http://en.wikipedia.org/wiki/File:ROT13.png
http://en.wikipedia.org/wiki/File:ROT13.png

MONALPHABETIC CIPHERS

FREQRUENCY ANALYSIS

STRUCTURE OF THE CIPHERTEXT

CONTEXT

COMPARISON TO OTHER CIPHERTEXTS
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ERANIRLE OF A CIPHE

BS NYY GUR GUVATF
V'IR YBFG, V ZVFF ZL
ZVAQ GUR ZBFG.

- BMML BFOBHEAR
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http://mail.colonial.net/~abeckwith/FOV1-0004FCD4/S00FB0FF5-036322DF
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1ST BOOK ON CRYPTO

ALBERTI - CIPHER WHEEL

BLAISE DE VIGENERE

HTTe// WWW.CS. TRINCOLL.EDW ~CRYPTO/HISTORICAL/ALBERTI.HTML

HTTP://CARREZ.CHRISTOPHE.PAGESPERSO-ORANGE.FR/CODE VIGENERE.HTML

Sunday, October 14, 12


http://carrez.christophe.pagesperso-orange.fr/code_vigenere.html
http://carrez.christophe.pagesperso-orange.fr/code_vigenere.html
http://www.cs.trincoll.edu/~crypto/historical/alberti.html
http://www.cs.trincoll.edu/~crypto/historical/alberti.html

-XAMPLE OF AVIGENE

VIDEO FROM DOCUMENTARY OF “THE CODE BOOK” BY SIMON SINGH
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VERNAM CIPHERS (1917)

KEY IS AS LONG AS THE MESSAGE

Using @ one-time pad
The falcon has flown requwes a key that is as

long as your message.

Octal ASCI equivialents, W

v

124 150 145 40 146 141 154 143 157 156 40 150 141 163 40 146 154 157 167 156

4
L
I
L

301 335 23 254 51 352
Encryption ‘ XO0R « 57 45 271 143 70 37
321 2 314 340

- 310 141 164 24

One-ume pad contans
random numbers

235 265 166 214 127 213 103 106 326 15 30 167 260 161 354 206 244 16 3 172

4
£
L
L

301 335 23 254 61 352
n"m’“" 57 45 271 143 70 37
XOR 321 2 314 340
— 310 141 164 24

QOne-time pad (second copy)

The falcon has flown
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AMERICAN CRYPTOHISTORY

HERBERT YARDLEY

WILLIAM FRIEPMAN

AMERICAN BLACK CHAMBER

HTTPS://EN.WIKIPEDIA.ORG/WIKI/FILE:FRIEDMAN-1919.)P&G
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https://en.wikipedia.org/wiki/File:Friedman-1919.jpg
https://en.wikipedia.org/wiki/File:Friedman-1919.jpg

-NIGMA

BLETCHLEY PARK

ALAN TURING

TURING BOMBE

COLOSSUS

HTTP://UPLOAD . WIKIMEDIA.ORG/WIKIPEDIA/COMMONS/THUMB/2/2E/ENIGMAMACHINELABELED.|JPG/220PX-ENIGMAMACHINELABELED.|PG

HTTPS://EN.WIKIPEDIA.ORG/WIKI/ALAN TURING
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https://en.wikipedia.org/wiki/Alan_Turing
https://en.wikipedia.org/wiki/Alan_Turing
http://upload.wikimedia.org/wikipedia/commons/thumb/3/3e/EnigmaMachineLabeled.jpg/220px-EnigmaMachineLabeled.jpg
http://upload.wikimedia.org/wikipedia/commons/thumb/3/3e/EnigmaMachineLabeled.jpg/220px-EnigmaMachineLabeled.jpg

QUICK MATH LESSON

108 A= 08056

| S
8

[1024] 512 256128 | 64 | 32 | 16 |

BASE SYSTEMS : x|1|:::-24

1x 512

DECIMAL (BASE 10)

BINARY (BASE 2)

MSE, LSB

1x16

1x8
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QUICK MATH LESSON

Exclusive-OR gate
Input
P >D Output
Inputg

Output
0

XOR TRUTH TABLES

k=l k=

|
1
0
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MODERN CRYPTOGRAPHY

TWO TY?ES:

SYMMETRIC CRYPTOGRAPHY

ASYMMETRIC CRYPTOGRAPHY

WO PURPOSES:

SECURE COMMUNICATION

AUTHENTICATION AND VERIFICATION

Sunday, October 14, 12



ENCRYPT AND -

PEs USES
[TERATIONS

SYMMETRIC CRYPTOGRAPHY

|Input Block |

L 64 bits

| 64 bits
‘ A

56 bits

SAME KEY TO 2 325 IEI?ELM

64 bits 2;925
::"" ;": i g Eﬁm

e e

Rght
8 bits

DECRYPT

48 bits 28 bits

28 bits

Key Schedule (16x)

Subkey 1, 2, .. 16 l'_f'szﬁbﬁ
Le

S6bits @ 48bits

¢ S6bits @4806

L J
64 bits

32 bs 32 bits 28 bits 28 bits
[Left %ﬁﬁl [Left Eﬁiﬁl

e

56 us’@m

v 64 bits

'Encrypted Block |

HTTP://DWM.CC/GALLERY/V/UCF/HOW+DES + WORKS.PNG.HTML

[ David Martin (Metp:fidwm.cc) |

D s B o 2o o s S e S S
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http://dwm.cc/gallery2/v/UCF/How+DES+Works.png.html
http://dwm.cc/gallery2/v/UCF/How+DES+Works.png.html

ASYMMETRIC CRYPTOGRAPHY

DIFFERENT KEYS

TO ENCRYPT AND ea s
Dear Bill: Dear Bill:
DECRYPT_ How are you... How are you...
g Encr;lption S DecrIlption s
Public Private
PI/CB L——' O KEY § Program -— Key Program - Key
jeE S e e EELTT
3 | %&S(B!~(_ %&S(B!~(
T€C o . b
PR( VA KEY § LDR”Qz+& Transmission LDR”Qz+&

“DIFFIE-HELLMAN"

HTTP://WWW.HOLOWCZ AK.COM/RSADEMO/PUBLICKEY.GIF
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http://www.holowczak.com/rsademo/publickey.gif
http://www.holowczak.com/rsademo/publickey.gif

o MMETRICTCRYPTOGRAFFTS

RSA USES
PRIME NUMBERS

Select p, q
Calculate n = pxq

Key Generation

p. q both prime, p=q

Calculate ¢(n) = (p-1)<(g-1)

Select integer e ged{d(n)e)=1; 1<e< ¢(n)

Calculate d

Public key KU = {e, n}

Private key KR = {d, n}
Encryption

Plaintext: M<n

Ciphertext: C =M?* (mod n)
Decryption

Ciphertext: €

Plaintext: M = C¢ (mod n)

B S S s S o S g
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HASH FUNCTIONS

Message Digest
Function

Document
ONE WAY HASH
> - b 128-bit Fingerprint
AUTHENTICATION,
Message digest
VAULIPATION function creates a
unique digest for each
Document?2

unique document.

CRC, MD5, SHARSE

128-bit Fingerprint

HTT1TP://WWW.AKADIA.COM/SERVICES/MDPS5. HTML

=% 3 ¥ -3
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http://www.akadia.com/services/md5.html
http://www.akadia.com/services/md5.html

STEGANOGRAPHY

HIDING MESSAGES IN OTHER MEDIA (MUSIC, IMAGES)

“AFTER THE THEATRE, ALL CLIENTS KEEP A
TAB DOWN AT WESLEY'S NOOK..”

(THANKS, ELONKA!) HTTP://ELONKA.COM/STEGO/STEGOLR.HTM
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nig

“AFTER T1

—H

ZHE

—H

EATRU

-GANOGRAPHY

HIDING MESSAGES IN OTHER MEDIA (MUSIC, IMAGES)

E, ALL CLIENTS KEEP A

TAB DOWN AT WESLEY'S NOOK..”

“ATTACK AT PAWN?”

(THANKS, ELONKA!) HTTP://ELONKA.COM/STEGO/STEGOLR.HTM
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STEGANOGRAPHY

HIDPDPEN IN IMAGES, MUSIC, TEXT, ETC

22 §-Tools - hidden data M= =<

File Window Help

can hold up to 21,734 bytes

HTTP://WWW.INSECURE.IN/STEGANOGRAPHY.ASP

————

Ty

AEEL [N SRS e swmh o e fAw em Suw ew g
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http://www.insecure.in/steganography.asp
http://www.insecure.in/steganography.asp

WRAPPING UP

A GOOD CRYPTOSYSTEM IS SECURE IF ALL PARTS MINUS
THE KEY ARE KNOWN

MODERN CRYPTOGRAPHY CAN BE USED FOR BOTH
ENCRYPTION AND VALIDATION

SYMMETRIC CRYPTOGRAPHY USES ONE KEY,
ASYMMETRIC USES TWO KEYS

Sunday, October 14, 12




RUESTIONS?

@AESTETIX
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